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4.1.4 gPudaiausdosiamszuudrsesdoyavussuuiaiiou lasiinisdamioy Software
Backup #sin3seasumsdsteyamnuasndis TLS 1.2 FulUuarsosunisidnsia
SHA 256  wseindt wieniisvuudeatulililwddeyadrsesgnavvsoudlald
(Immutable %58 Immutability ¥58 WORM)
4.1.5 Software Backup #eesesiunisdrsestioya (Backup) w3ssreniinimesusitrenld
sxuvUUANNT Microsoft Windows Server 2008 R2 SP12 Julufedaqiuvde
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6.1.6 Yaw3ouituiliiiudeya (Disk) dmiudsestoyaiitituiilifioundt 2,000 inglus (GB)
4.1.7 ﬁmiﬁﬁmﬁm&aﬁﬁ]uéﬁa;daﬂauﬁamaéwé’n (DC Site) uaz guddeyaneuiiinoidisos
(OR Site) lngvihmaifiudrsesteyaliflusieiu Sruau 7 dwun useduam
F1uu 1 dwun wazdusieweu $awiu 1 dwun
0.1.8 nsdifgldusns desmsidoyaaunsoudaiuiiunsiiuyemians support

naaaiian Tneazyinis export deyalusedu file deinu ftp Allnsivia upzdads

Tfuglduins dhldldaludduialulaglisim service meluipses

4.2 Yanlflszuudesiunsraiuwasldnausivana1uEndpoint Detection & Response
(EDR)ZIUIU 1 55UY Tﬂuxwiazs:‘u‘ua‘iqmé’numzaﬂwﬁaaﬁaﬁia‘lﬂﬁ
4.2.187130AUANKAZUIMIIANIS5EUY Endpoint Detection & Response (EDR) w1
web-basedmanagement console titemsimuaulsusiumnasaisuazdeduld
msteafiulusuadeusitng (agent) Hnumadia Security Operation
0.2.2 fAvsnslday EDR fignissnungwune dethelien 60 Licenses dwsu Server
4.2.2.1 awnsofnss EDR  agent ievinastlestuiniosneufinmesdusitioily
sUUUHURNIS Microsoft Windows Server 2012 Fuluistiaqiu vie
5¥UUUfURNT LinuxDistro floandausd 2014 figuiimsatuayuey
0.2.2.2 SvUUAEABIT093UN19Y role-based dmiudguastuuiitelidnslunismunuil
uanenafiula
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virus,trojans,backdoors,worms,rootkits,packer,ransomware,
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4.2.2.4 5¥UULHBITEI5UNSY Real-time Detective Tujuluu Behavior base uu
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4.2.2.5 AANIOVINNIATITABUNTEUIUNSTGNYNSN (compromised)  wazsinsgd
AsEUIUNS (terminate) diteosfun1sinlida (infection) Wsfalel

4.2.2.6 @11150911 Machine learning WBN153ASIEN unknown files uag zero -
daythreats 1¢1

4.2.2.7 @159 agent  self-protection iiatloafiu localusers 37nN13 tampering

W uninstall, vgansvinunazuilulWdiiRedestui agent I

4.2.2.8 N3 Intrusionprevention aunsadanisldnudunsafuinuaieain

wnnsal waz Inuatlesiu etaafumslaufils

4.2.2.9 amn3avn Real - time scans \ensvaeumsiUasuwlasiiinduls

4.2.2.10 a'lm‘iﬂm‘i'l%ﬂaquaﬂ‘i‘iumﬁﬂﬂﬂmuﬂﬂﬁ (suspicious behavior) 161

4.2.2.11 fosdiszuunmsudusiou Event Security #u Instant Messaging 1Juatntiay

4.2.3 ﬁaw%‘m‘i‘l“ﬁ'a’m Next-generation Antivirus ﬁgnﬁaamungwma leagnevoy 50
Licenses @13u Client

4.2.3.1 @u150RARa Next-generation  Antivirus  agent iWevhnistesiuindes
Aauiamaswitieldssuuufianis Microsoft Windows 7 SP1 uludis
U930 v3essuuyjuing LinuxDistro fleaniausil 2014 Adfimsaiuayy
o

4232 iimsld Machine leamning uaz Al ietisTiasisviuarlesiu adware uay
potentially unwanted programs (PUPs)

4.233 §insle Al ilensavaey Favstnislaud (ndicator O Attack: 10As) script
control  wazn15¥19Iu memory i Sniedatieaunungiinssuiidesade
wazdeoaiun1slansiuuy Fileless uaz Ransomware

4.2.3.4 aW130NTITURALANAULUY Real-time

4.2.3.5 fsvuulunsnsivasu Threat Intelligence Hs¥UU Cloud LieTinsenide
anAstu wasandudmginssufidusuase
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0.2.3.8 n319sumsuazdudadilunislday Script  waznsldanu Microsoft  office
macros Tifsasdeld
4.2.3.9 'Umﬁ'umiLLr'ﬂ,mLaznﬁ}uﬂﬂi?}ﬂmzw?a5U50nﬂ$wqmﬁwawumaﬁﬁa Nextgen
anti virus
4.2.3.10 LLammamaQﬁﬂﬂnﬂmﬁﬁﬂ%’uaanmﬁuE‘Umw Process Tree, Process Table
ez Process Activity 1]
4.2.3.11 aansarvuadunsunsiuilowuusnlusii (automatic workflow) Tagrimus
trigger, condition wag action
4.2.3.12 awnsavinisiamsidaurevessyuuiaiatne (Network Containment) Uy
\SaaTiinnsRnage Agent fifaen1s NsEULLIMIIANTEILNANS (Centralize
Management)
4.2.3.13 1{u lightweight agent Lﬁaammszmsﬁwmwmqﬂn‘izﬁ
4.2.3 awnseaieeulugueuutes POF wie RTF 16
424 syuvitiuinmsdesiiviisau qudidhssTwazudaudoudsanaunineuiiomes
(Security Operation Center:SOCievnsiihseiamasn 2642l saufsudaiieuni

& o o ' s
Escalation Flow YIiNMARUATIUAU

43 Sawlsisruunsavsounisidnieegnwasnfouaznistuduiany 2 du  (Multi-

factor Authentication) $1uaulsifesndn 20 fldew (usenlnefiguinunzegsissdoluil

4.3.1 L‘ﬂ‘u'i3UUW§']€]EIEJUH’]‘SL‘IT’]§GE]EJ'NUEIBﬂﬁaﬁlﬁﬁﬁuElféiimﬂ%iaél.l,ﬂj‘ij’w (servendnunsnyin
nsasrelusivduaunaindu e‘i‘m%’umfaaaauuasﬁ'ué’uﬁmwaﬂa‘ﬂzumaUﬂWiﬁqaﬁ
fr95adnetladvanuaga(Multi-Factor Authentication: MFA) dwiuiaTasusitng
(Server) lolsivaendn 20 gldau (user)

4.3.2 szuuuimidamsdeya Log File wuuAugnans (centralized management) ¥89355UY
nsAgaineimieladenatedns  (Multi-factor) fesaguu Cloud  base W
melulszinanianieuanussina

4.3.3 sruuuimsdanisdeya Log File wuumugdnans (centralized management) 9%fiag
seadumsuihdauuuidhsa HTTPS windu

4.3.4 syvvannsndstermudaiounazvemstudu Push notification uugunsalitld

58UV URMS 10S waz Android Tedueeatles
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4.3.5 syvuanIndsemuLd oy azvensEudu Push Message wieudiauiialyf
flédanuhnstudunsudadiou (Verified Push) Ioilluegnaley

4.3.6 szuvaITadsatiudy (Security keys w38 OTP) sulunne Mobile Application

4.3.7 svvuaninsansavasvgunsaliildlunisidadeindugunsaifiesdnsanunsavinis
IANskel (Trusted Endpoints)

4.3.8 sruvannsaligldeinsamedougunsaliftedildauladaedaes  (Self-
enrollment) kagU3MIIANSHUDY (Self-management) leiluateioy

4.3.9 STUUANITONTIVADY LLazisuﬂ’JﬁuLﬁawaeqﬂnstﬁ (Risk-Based Authentication) 71l
Tumsindslel

4310 syuvawnsansIv@eunIslandniuguuuun1sldauvesgly (machine leaming-
based) Wioasen (Threat Detection/Trust Monitor) msuhdaiRaund

4311 sruvannsaivuauleuienadndanm Location wisszuuipiatnels

4312 syuuannsatosiunissiiniainia3etng Tor uag Anonymous 16

4313 spuvannsomuaumsdndaenndiaduniu Device health wag Security Postureld

4.3.14 szuvannsoudafoudlfanlidmangunsnivasmuesuuusnlusdld

4315 syuvaiusniududinuuuy  Single  Sign-On  (SSO)  @113U On-premise
Application, Native Cloud Application, Federated Cloud Application WU SAML
2.0 19

43.16 SLUUAMNIOINYIN Authentication Policy #13 Application 53489813115090%1
Authentication Policy a3 User Group Inilusenaion

4.3.17 STUUEINNTONSI@0U Device Health 35¥#U Operating system (OS) fivinas
Authentication 161

43.18 STULATNITORARS agent tiiavin1stesfulniesnaufamesuddneiily
seuuUfiRnmsderelui
4.3.18.1 Windows 10, 11
4.3.18.2 Windows Server 2016 (as of v2.1.0)
4.3.18.3 Windows Server 2019 (as of v4.0.0)
4.3.18.4 Windows Server 2022 (as of v4.2.0)
4.3,18.5 CentOS 6, 7, 8
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4.3.18.6 Ubuntu 16.04, 18.04, 20.04, 22.04
4.3.18.7 Red Hat 7, 8
4.3.18.8 Debian 8§, 9, 10, 11, 12
4.3.19 szvvannsaldnuhufurEnfusidussuurTetienieduszuy (System) fail
4.3.19.1 LDAP, TACAC+, RADIUS, Windows Remote Desktop
4.3.19.2 Fortinet Firewall
4.3.19.3 Sophos Firewall
4.3.19.4 Cisco
4.3.19.5 Akamai
4.3.19.6 Juniper
4.3.19.7 Fb
4.3,19.8 NetScaler
4.3.19.9 VMware, Nutanix, Microsoft, Oracle
4.3.20 spuvasaLanwaseieiiinsasdeidld(Login) Huszuuwserauan (Dashboard)ld
4321 SEUUANISANARAINATILAUNT MsPuduiinunsBidnnselind (Authentication)
wuu msgadineseetadevaneetne (multi-factor) siuunanaugs (Dashboard)lé
4322 SEULANNIOLARAIIUILITeNiinTg Bypass msldnuuuumsiigaifaeieig
Yadenanueeng (multi-factor) 1o1
4.3.23 SpUuARILARIKaWANsaiEvent) nsasdaunld (Login) Ailaunls
4.3.24 syuuseasumsiiudoya (Logging) aatioy 90 Yu

4.3.25 38UUT8I5UNSYS 89U (Report) BE19Bl 90 T

a.4. Sovn ¥ fuazdeArszuudesiunislaufiivleduazuaundiadu (Web Application
Firewal. WA nn1sTauiluseduiaatne s1uau 1 Tawu Tneaseunquszuuansaumai
Thusmsluguuuuiuledltanansaldolilneszuudosdinuinuuresnissddeluil

4.4.1 pnuannsalunisUesiunislauiusziny DDoS (DDoS Protections)

4.6.1.1 awnsatostunislaufianluseiuniodns (DDoS attack) #isvsiu Network

Layer 3 Layer 4 way Layer 7
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0412 gdwdediuteiaueestiuinstesiunislenilusyduiniats (DDoS
attack) wuvliisrinsuauads uarawiaveanisland nelsfia-ldeofudu
(Unlimited DDOS protection)

4413 c};‘lﬁl,ﬁw%aﬁ?iuﬁmauav’imﬁm%a‘zhsﬁﬁmmanmn'lumiﬂaqﬁ’umﬁ%uﬁmn
TuseiuiaIaune (DDoS) wun 228 Thps. Wuet e

4.4.1.4 gl miedfudeausdion Point of Presence (PoP) aehaliey 310 ga 1
Tan waz POP  aghates 7 9alulnedifimsifendefiulassinedumesiin
5e17I19UsEmA (International Internet Gateway: 11G) Tuuszmalne Fausiay
POP #asiinsanunsa DDoS mitigation, WAF wag CDN el

4.4.15 Jundnfusifignineglungu Leader 181 The Forester Wave luiidaves
DDoS Mitigation Solution U 2021 %58 Usan

4.4.2 anuanunIolumstesiuiuwenndindu (Web Security Functions)

4.4.2.1 @NUN5OKARITIBTUUY Security Dashboard Wuu Real-time %38 Near Real-
time o aunsouansdsdayaunasiisnuosnisleud Wy IP Addresses, User
Agents, Countries wag ASNs lalitiaendn 30 Tu

4.4.2.2 annsndeaiunislaufiniunie Website ®1s OWASP TOP 10 i SQL
injection, Broken Authentication, Cross-site Scripting el

4.4.23 @nansasedn IP Firewall Tnganunsarmunideulusie 1P address, IP address
range, Autonomous System Number (ASN) or country 1%

4.4.2.4 @n509AN Rate Limit Rules Ssanansafmuanistiasfiunisidnis Website
Ialivasnin 100 Rules

4.425 | @N190¥In15nsI9@aun1508nlususes (Certificate  transparency
monitoring) SSL Taganunsaudadioudlesifrimseenluiusesnelidelamu
ey

4.4.3 armanansolunsiinyssansamiiusenndindu (CON & Optimization function)
4.4.3.1 glilswdedduteiaussiodiuins authoritative DNS services dmiulaw
a1snsaue wazgButeiauadies] Host Domains yngiinaalan lnussil
Node waneqsiluusaziuilagiamzlulszmelng litfosndn 7 90
4.4.3.2 fiszuu Content Caching lagaunsavia Static Content Caching wagaunse

e Cache Tuseau File Type 16t

o W oW w - - - o ' P
AmdminuasTsin 1 odee/odon atull o WU lodoel —[ mmuh{uuu—[ LLN‘Uﬁ ®0
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=1]=
4.4.3.3 ansaviims Purge Cache siavaalélustudl w3evinas Custom Purge Lavy
URL, Host name uae Tag 1¢f Tnegasanansald APl Tlun1sdwan Cache iiled]
N159WAN Content 1ol
4.4.3.4 USN159ea11305ee3unsld Bandwidth Consumption leilitesnin e T8
AoLAou
0.4.35 aansnanuuin Tush uazviinisau Metadata vaslnd Tny ansodentdiis
WUU Lossless uag Lossy TIu095895UWebP
4.436 awsavinisauiasnusiilisndulu Source code WU Whitespace uaz
Comments \iietreifinyUsyansnnliiiu Page load time
4.43.7 fszuuiiodivlseansamuazan Latency WU Dynamic Content lag
mmsnﬂLU@%LﬁuﬁUssﬁw%mwﬁLﬁuﬁu way Response time AKIUNIG U4
AUAN (Dashboard)
4.4.4 awannsolunsifisadiosnam (Web Reliability)
amnsauaninsudaieulugs Email Aseylililunsdi duledliannseldanld Tay
asn305893uUNIReAluntg Monitor aluséu Type, Method, Port uag Path saufsauNs08y
Expected codes fidipsnnsle
4.4.5 ANaIN1I0luN1IUEN931897U (Dashboard Functions)
4451 annsouwandsIeay (Analytic) uu Dashboard wuu Real-time %3® Near
Real-time lag Dashboard ﬁuamﬁaaﬂisnauﬁ’mﬁaga Total Requests,
Cached Request, Bandwidth Saved, Threat Sources, Top Threat Origin
way Top Traffic Origin lnegneies 30 Tu
4.4.5.2 U3MsTaussaeunIsads Raw Log H1un1a Logpull REST APl UAZaIMN5D
3ung Firewall Event Log uag Audit Log 1#sinuvna Portal il
4.5 Janliiszuudniiudeyaasnasnounianes (Log management) AuANWME
statioudedaluil
4.5.1 aunsndafiusausiudeya (Data Collection) wuubidnindiuiugunsal anunas
7199 wu Yeya Log Server, Windows, Linux, Proxy Server, Active Directory
Server, File Server, Mail Server, Web Service, Firewall, RouterLﬁaﬁ’m’ﬁﬁuﬁﬂ

foya uazhlvimsgvimyaseuniglu lalddesndn 90 u

o W oW w - - -l - s 2 A T
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L e

4.5.2 §isvuv File Integrity fae Algorithm wuu SHA-256 [ueeaiey Lﬁaﬁuﬁu’hﬁagaﬁlﬁ
pniAutuiinlaifinsgnudlaviewasuwdasnunsesvdygiindenisnsevinin
Reafuneuiunes

4.5.3 a'lmim%ﬂuamqmstﬁ (Correlation) wazandrgunuuwmanisal (Pattern
recognition) %38 wAluladifisulinain Log  Source @13 9 Wneiu lagdl
Predefined rules 1nsaufuszuy uazamnsn Customize Liisnfisls

4.5.4 @N50UARANAEYDINISTU Log (Average EPS) WUATWARITILY Logﬁ%’uqa 10
(Peak EPS) Tuwuusieiu s1wduam warsieisiouls

4.5.5 §aeIouuasRuNSYUU Dashboard iielddmiulnsient Log wuu Realtime Tu
ULUUTRINUAT (Chart) was @nsn Customize diiinldlasuansdoyadounas
pthatley 30 Tu wazanmsaUiudsugumensuansraldlaghisriasuiuniauas
Lifianldeeiu

4.5.6 aw13nsesre g liuinisAuniviedrdeyassivsnisasuiinmefunldidu
woumang lumsAiuARNugnsEInANEN amil “wsesaUyRindenisnsevia
anuRnRgITunsNIAes na. 2560” IdmudYesvevesdlduins

4.5.7 $835UNSUWUY HTTPS fifianuvasnde

4.5.8 1A 1UN15ATIMIWNINTFIU WAB. 40031-2560 WmsgIuAudimaAlulaBidnnseiind
wavABUMaTWRTTR stuuiusnydeyassnasmnemeuiiames wau 1

> .

4.5.9 atfuayunisiiuinsuuunasn 24 9alus  nIdidlviuinislilasudeyassnasagrinig

wdaseuludadquaszuudaiiu Log HumsBuad viamelnsdn

a6 Famldiiszruvuimnugnisaiuazdeyanisineiaiiuiuaavasasis (Security
Information and Event Management: SIEM) ﬂmé’nvmzaﬂﬂﬂﬁauﬁ'&ﬁia‘lﬂﬁ

4.6.1 fiudeiaupazsiossasiunasiianeidoyalalidosnit 15000 wynnsalieunil
(Events per Second) wavsasiunsiivvengldluauian

4.6.2 fiutoiaupazsesannsolivinisldederoiiios Inslaseairassuuiilivinisiu
efasgnindsluguuu High Availability u3efin1

4.6.3 Q’ﬁu%’mauaﬁmmmm%’u Log 371 Log source lluguuuu SysLog (TCP, UDP),
SNMP, JDBC, WMI waz NetFlow lalusgnaioy

AMFRNMIAUATIIVEL VT ovee/bdon AT o IQUIBU lodow | $nuls & wsiu | WHUT alo
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A8
4.6.4 Jaudaiauasssaunsaiumgnsaiangunininiadielalivesnit 100 gunsal 1a
[ [ 3
Wuaenuey
= v el ¢ A W . | 1Y)
4.6.5 syuuiiauenslifinainsofleandu Threat Intelligence n1eldiATaanungnsm
Weanufiuszuy SIEM
[ = Y'Y . P v v
4.6.6 sEUUFUTBYAINEINUALANATIYN (Threat Intelligence) YUINIFBUTEUU SIEM 789
A - - 13 ) v
AUTAATITADUAIMELIN IP, file, Application uaz MD5 liiluataioy
4.6.7 aW1503ATIANGRNTSULLY User behavior analytics (UBA) léilaifeendn 40,000
v a 1 o 1 - cad ol v @
ALY waranusaiiuvileaudviiomieUsvinanavniegunsaiou o welvsessu
Aldauligean 220,000 gldanu
4.6.8 foudaiausnesanunsoiudayariu Logs, Performance metrics, SNMP  Traps,
Security Alerts way Configuration Change ¢ ieaunsadnseitayalavialy
JUWUU NOC (Network Operation Center) wag SOC (Security Operation Center) Y]
4.6.9 sievasadsdeyailiu 10C (Indicator of Compromise) 118dunanslel
v v ] v oa a o « P ) P=]
4.6.10 qgau‘tsaLauammmmsnmeaumaums}m‘smmiam;.maulﬂ (Correlation Rules) %1
a573ly wag wmnseilaundvesiigunsaliity Email lailusgnaioy
4.7 Jawlutinnsnsivaeuyadlndluszauszuuyjinnis (Vulnerability Assessment)
1 14 a1 g
AMANBTaEUEAsAp UL
val v v Y o a o N T : a
47.1 doudaiauevzieadnauiiunmsnsvaeuiieniyailutedlnivesssuuiniedie
ABNAIWES uavarsauwma tavglamuuimalumslesiunaunvgasiiniiuaul

o )

e‘j o fal | 1 G..’I 4
38U Taen1sANEUNIS 1 580NN AT UNISATI@aUMTeelnd 1 ATY LHERTIAdU

' v
e s

Ml nINARTUAUTEUL wagdn 1 A9 vasnaniunisuitudeslnifiniiy
=l v v
Buusaswa
a o e v v dala o £ i
4711  vimsiiavededldaulusunsuniidvdnsgnngvune waveglu The
ForesterWave
4.7.1.2 a1ansansivaauyedlnivesgunsaluussuuniedilaviansatigansise
(Public) wagwnIatnunelu (Private)
47.1.3 @7301505095UNTISASIVABULDILUIVBILATDIADNRILADS UL 18N
syuulfiRnisegalaesialuil
- szuUUfURNIsiuABNiineS (Operating System) 14U Windows OS %38
Linux OS
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4.7.2

473

=1
- rUUUHUANSAUATEUE (Network) U Firewall
- szuuUfURnseu Service Application nelduims Port Miinsdalde
4.7.1.4 5895UN3 scan aUUU Non Credential Scan waz Credential Scan ¢
4.7.1.5 amnInaieseulivaleguiuy Wy Executive Summary ¥3auuuwEnAIY
Host 38 Plugin
4.7.1.6 TWNUILFBIINTIBITU CVSS wag CVE uardin13sey Severity vastailund
fmulumsnsiaasy
yaravisenguyAragidndiunsnTvdeutesinivzdediniuiauaiunse Tuiu
MsIAsE anvasumgaiiiiutednivesszuuinietenoufiames uarasauma
flazdufanausiomicsay nudsimuusihlunimssaeuudledgmiing Tng
yaravsenguyanagiinaniiun1sagseslasuluivsesanuinnuanse egieey
dfail
4.7.2.1 CEH (Certified Ethical Hacker)
4.7.2.2 ISACA Certified Information Security Manager (CISM)
4.7.2.3 SACA Certified Information Systems Auditor (CISA)
4.7.2.4 (SC)2 CC - Certified in Cybersecurity
4.7.25 CompTIA CySA+
4.72.6 CompTIA Pentest+

HEUTDLAUBLABIAVINITIBNUNANITAATIEN LaznTIvdautaslnd lnudease

! N o

MeasduntedlnifingnasunuuugunsnistuuiaietiuAsmes uavaisaume 7

wlufvanausiemisny sudsrywuimamisudludedvifinsiaaeuny daazses

Usznausie

4.7.3.1.1 TIENUATUAMTIUVDINITNTINABY

4.7.3.1.2 spymsdnsefiuanuguuss (Severityvieransynuilonavgiinaindeslwifiny

4.7.3.13 1eazdunteslmiinsinasunursusarqunsnl Tnsdaidosmuseduay
suussvideransznuienvaniinantesluieng

4.7.3.1.4 awuzihwaztunaulunisuily (Action & Recommendation)

4.8 AN IAINISANTUNITNIAGOUIRIZIZUY (Penetration Testing) og19tey 1 Ase

a ot ' g
AuANBUzAssalUll

e W v o w a = v o a
AMATMIAUATIIIEIN 7 dne/odon atiuY o UOWYU odon

o ' el
l U b ZYLLNN l WHUY e
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4.8.1 nagaunsyninszuvansaumalaglyzuuuummeaeunisyngnuuu (Linsudeya,
n51utoyauNdI) (Black-Box, Gray-Box) laasiiiumsainduvasidin
o =3 -1 (3 - L7
4.8.2 mlumsnaaauyninszuvasauma (Auled, ueundiadu) veslsmeiuia
4.8.3 AnTginarseunan1sagaunseumuwuzilunsusuluassyuuaulasnse
ABUNILADS
o o v 1 1 = 1 - -:I v
4.8.4 ANHUNITAUNIYDIINIUTELEUNIYABOUYTELIUAMADILATHANSENUNS DY
o & w
TolauauiuguuImLilussuvasauwmAlazsruuineItatlneasauRgusbasden
frail
4.8.4.1 mssiumzsssnseuaaulusyiu

- woundadu (Application) waz soWAwIs (Software) lun
® Auuaundadu(Web Application)

o Luyursuaunaatu (Mobile Application)
i é’ v -l L3
- Tassadiiugrumuwmealuladaisaume (T Infrastructure) waz gunsal

W398 (Network Device) loin
® JruuUfUuRnIvaNATIRONINEIWIUTY (Server Operating Systems)
e aunsnilusvuuiniatna(Network Equipment)

e gunInlsyuLsnwIAuUaensiy (Security Equipment)
4.8.4.2 dmu Viuweundiadu(Web  Application) 9zldu1msgiu Open  Web
Application Security Testing Guide version 4.2 Useneuseadoss
- Introduction and Objectives
- Information Gathering
- Configuration and Deployment Management Testing
- Identity Management Testing
- Authentication Testing
- Authorization Testing
- Session Management Testing

- Input Validation Testing
- Testing for Error Handling

o W ow w - v & - o . d
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- Testing for Weak Cryptography
- Business Logic Testing
- Client-side Testing
4.8.4.3 & W3 IT Infrastructure and Network Device 3¢ldunnsgiu
The Penetration Testing Execution Standard (PTES) Usznausherfatassl
- Pre-engagement Interactions
- Intelligence Gathering
- Threat Modeling
- Vulnerability Analysis
- Exploitation
- Post Exploitation
- Reporting
4.8.4.4 dwiulausuaundindu 9eldunsg1u OWASP Mobile Application Security
Testing Guide (MASTG) version 1.5 Usznaushestidesail
- Platform Overview
- Basic Security Testing
- Tampering and Reverse Engineering
- Data Storage
- Cryptographic APIs
- Local Authentication
- Network Communication
- Platform APIs
- Code Quality and Build Settings
- Anti-Reversing Defenses
- User Privacy Protection
1.8.4.5 suflunsiagldlusunamiesewinasiiamuindedelitesnit 2 WWsunsy

HNFIDLINYY
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AL
- Commercial 49U Nessus Professional, Burp Suite Professional {Uusu
- Non-commercial U Metasploit, Burp Suite Community Edition,
Nmap,SQLMap,FFUF,ManualScript, Exploit-DB, SecLists,
PayloadAllTheThings, CVE Details Wudy

4.9 amlifinsandunishesziuazlfduuzirlunisufusaielfssuuiianny
Uaansiy
4.9.1 nrziuas Widwusilunsdiissuuiedotisdeansinmudndudiosldsunisiag
ssuunsegunseliiniteidunisiiinsgfunisinwanuvaensevessruuindetne
wazszuuaulasnfunaNiumes
4.9.2 dnvhsgnunanisianginagliduuzdilunisuiulpanulasadvvesss vy
\wievneuay mulaendunauiomes
4.9.3 stenunamIUTulsruuAIsTIswaskansaiiun sUaYedlui(Hardening)
4.9.3.1 lumsnageuinizsruvazdasimsdnunsioualiosninlo fu yeea
visenguyaraglidiiunsvageuiangssuvasisaianudnuawise Tu
funsinsiedt ansseumyaiidutednivesssuuiaieteneuiames
wazansauma Hezdufognatudonissay saudslidiuuzdilunns
n3nvapuuiladigmiiny lneyaravdenguyanagidrdiiunisasdoslisy
Tudusosenudmnuananan sgrstiosdsd
4.9.3.1.1 CEH (Certified Ethical Hacker)
4.9.3.1.2 ISACA Certified Information Security Manager (CISM)
4.9.3.1.3 ISACA Certified Information Systems Auditor (CISA)
4.9.3.1.4 (1SC)2 CC - Certified in Cybersecurity
4.9.3.1.5 CompTIA CySA+
4.9.3.1.6 CompTIA Pentest+
410  sufunsdaldiinisdamdsuninensuussuuiadouiionadoun1sduina
58UUUfjURNTS (Operating SystemPatching)ﬂmé’n‘emzﬂdﬂqﬁaﬂﬁﬁﬁialﬂﬁ
4.10.1 dnwIsupiosmeniumesuiTsuuuiaiou (Vitual Server) saufeseuuufiinig
(0S) dwm3unadeunsewian Patching vl q $1uau 1 1ades TneilnnantAdus
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- wihguszanananan (vCPU) 2 Cores
- M78AU97 (Memory) 4 GB
- vdaedulin (Disk) wuu SATA vunaliteendt 300GB waz wuu SSD laitfesndn 4 GB
4.10.2 #esdnmey Bandwidth Internet dmiuiadasnoufiamesusitne (server) sanda
seUUUfUAnTs (0S) Tumsvaaau 1 Gbps Wusthatiey
4.10.3 syuuitlilunismaaeuasfessasiumsidnfainuma Vitual Private Network (VPN)
wagdinindhawauuy 2 fumeu (Multi-factor Authentication)
4.104  syuuililumsmageuazdessosiunisdifisuuu Console  sumieszuy Web
Application
4.10.5 szuuililumanaseusssesiiszevnailivaasylitoentr 3 Weu
411 dalifivinisqudidiszianasudaifeudegnatunisreuiianed (Security
Operation Center: SOC) Tngfin1sdniiudoyassiasnisauiiames ieimsiiasziuazuds
ioufeanatus Titulsmeuna Tnsfiveuivadsdeluil
4.11.1 suiusmuiEhseds asndumsananumsleiues
4.11.1.1 desdimsTiaseinuusiuaud (Comelation) wazanunsnadredevlunis
Taw (Rule or Use case) iiletaslunmsiihsyTauas udaiausvanenimis
lewes
4.11.1.2 feslisyuumsdaiiu Ticket management winwuwAN1SIAIMAAUNG
U Cyber security
4.11.1.3 #esil Rules Mldlunsidhse s WAZAUNTANTINTUABANAY FULUUAN
4.11.1.4 Foadaliiiuanuiitienuimuannsalufumsiesied dhse wazuds
Woustvanawdumaluladasaumaiiiieades tielddusnwdiy
watlanaanssevianenydyyn
4.11.1.5 uiadsuilensianussaneuvienisyninsruumaluladansavinaiil
FEAUANUTULSIEIALY (Critical) MT9IEAUANNTULTIAY (High) HIuna
Slua vi3elnsdwyi naen 24 Halug

4.11.1.6 #RIaNI0ININTIENUAINAINADINISVRIINIFIUAUUABRN AN 9

v
@ -

giall PCI, SOX, ISO/IEC 27001 %38 ISO/IEC 27002, FISMA, HIPAA Ty
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