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pthamuzanLariuiaei easnsulinistisivdeuusihuazativayu lumsnevausuasiuliedy
foaneamslaiueiiiniy Tasussamanusmiuguivsraumsinnasiuasasadfeszuy
ﬂauﬁaLma%*uawﬁwmu‘[maa%‘mﬁugwﬁu q Tavannsnseaudduamddyuesdainunid
Antuluszuusegunanitiestunsiatu Tinneidognadugs wSausiiunsianyaaing 1
fiaunieulunissulledsgnaunmslses wagliuimsilhseTaiviiensiaduaeanaiuidegn

Trouwmmmsaigniduiiintuandegnanumslaues
Tumswanszuunudinandsiugiuteiausszfosiiunsneldveuinvesau aeil

wazldndvdwsuuarAninyMEanEIIMALA Al

a.13amlkiszuunsimiudeyadises (Backup) Tudiuvesdoyaduideyanauiiaunes
(Data Center wazu3In133zUUAAIIN (Cloud Computing) liiFun1siusesunsguetieten
Xwioluil
(1) WmsgIuMIUIMsMIshwaueulasnie ISO/IEC 27001
(2) amsgrunNUaandbdmiusEUUAAIRCSA-STAR Cloud Security (CSA STAR)
(3) 119IgIUANNYABANBUUNIASTEIU Healthcare 1SO 27799
(4) mnsguanadmiunisuntlesteyadruyaraiiannsasyysamild
ISO/IEC27018
Tneiinadnunzetiaiosduioluil
411 audteyaneuiianes (Data Center) seogluvszinalng sgratios 2 quiteya
syggyaieiuetieey 50 Alans wagAudaeuiimes (Data Center) AW Fiogdl
svvuieieviedoarsudn Mdeudunieteiiuiumomaluladuimsinnssyuy
\30118 (Software Define Infrastructure: SDI) titesasuununsfiLiiugsiaetig
siaufiaa (Business Continuity Planning: BCP)
4.1.2 fispvudrsadinihgnidulunsdiliiamngnidutuuvdainglniimn wasfosanse
vhaldegseidiesmasaiian
0.13 fiuteiauedosdaliiinisdrsesdaya (Backup) iivihnstuiindeyauessyuuriovun
Wulinnglugud Jeyaneuiinneindn (OC Site) wasAuddeyansuiiunaidises

(Backup Site) wiauiu
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4.1.4 fBudeiauafiasdamsyuvdrisesfeyavusruuiaiiou lassinsdawieu Software
Backup ﬁﬁmﬁaa%’un'\ieﬁa'ﬁm&ammﬂaamﬁa TS 12 aulduazsesiunisidnsia
SHA 256 w38AN1I w%auﬁaﬁixuuﬂaaﬁulﬂlﬂwéﬁagaﬁﬁmgﬂaw%LLf’flﬁﬂ"L@’f
(Immutable %58 Immutability #58 WORM)

4.1.5 Software Backup fipe3995unisdisastaya (Backup) \3nsneuRmeswivneild
seuuUURnTs Microsoft Windows Server 2008 R2 SP12 %ulﬂﬁﬁ{]ﬂqﬁuﬁa
5eUUU{URNTS Linux Distro flaensausl 2014 Adaiinsariuayueg

4.1.6 Snwiuituiiiuteya (Disk) dwiudrsesteyaiiiiuitlivesndn 2,000 Anglust (GB)

4.1.7 fimsdsesteyafiquddeyaneniinmeindn (DC Site) uay quiteyanauiinmeidised
(DR Site) Tagvhnmsifiudrsesdoyal iduseiu duau 7 dwun Wusedam
10U 1 duwn wazslunedou dwau 1 dwun

4.1.8 nsdigldusnns desmsifeyaanunsaudeiiiunistugemiainis support
masarIan lneazyiins export teyalusedu file deiu ftp fifinnsidiswa uazdnds

Tnfuglduinig iluldanuludsudalulnelisiy service mmelunseod

4.2 YamifiszuulesiunsisduuazldnauieanauEndpoint Detection & Response
(EDR)S1uu 1 5zuu Tnsusazssuuiinuinuazegisosduioluil
4.2. 18150 UANKAZUSMNIIANISIEUY Endpoint Detection & Response (EDR) W1u
web-basedmanagement console iionsimunulsuiefumnulasniouazdadiuld
mstestuluduaiousiang (agent) H1unafin Security Operation
0.2.2 fAvsmsldnu EDR fignisnunguune deehelios 60 Licenses dmiu Server
4.2.2.1 annsafnse EDR  agent tievinastlesiuiniesneuianefusuiedld
seuuUfURNS Microsoft  Windows  Server 2012 fulusilaqiu wie
seUUUFURMS LinuxDistro flaendaudd 2014 fidalinmsatiuayuag
0.2.2.2 55UUIEFDITEIUNISYN role-based dwsugguastuuiivelidvlunisaauaui
unneinefule
42.2.3 szuvazdesiiaauaiuisalunisnsraduieqnaiudedeludls

virus,trojans,backdoors,worms,rootkits,packer,ransomware,

cryptocurrency mining Wag spyware
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4.2.2.4 5¥UULABITRIFUNSYN Real-time Detective luuluu Behavior base uu
\3nsnauiwmesiiienmaduiausla

4.2.2.5 d1ANIAYNITATITABUNTLUIUNTAGAYNTN (compromised)  wazsin1syf
AsEUIUNS (terminate) diatlasfumsinli¥a (infection) ianfule

4.2.2.6 @ 115091 Machine leaming fan153tAT1e% unknown files ey zero -
daythreats 1a

4.2.2.7 @ns50vh agent  self-protection wiatlasiu localusers 91nANS tampering
i uninstall, ngan1svausazuillwaiifesdestuda agent I

4.2.2.8 N1 Intrusionprevention annsadanisidenuiunsiadulnuniieads
wansal uaz Inundesiu ietesiunslanile

1.2.2.9 @un30vh Real - time scans iienTIvdaunsasuulasiiintuld

4.2.2.10 ansoasaaeungAnssuitlidulusuuni (suspicious behavior) 1¢

4.2.2.11 Feafiszuumsudadiou Event Security H1u Instant Messaging 1 Juatnatioy

4.2.3 fianin sl Next-generation Antivirus #ignismungwane éetafes 50

Licenses @m3u Client

4.2.3.1 @UN50RARS Next-generation  Antivirus  agent iarhnistesiuiaies
Aeufamefuit1efldsruuUfvians Microsoft Windows 7 SP1 aulufia
Yaqthu wioswuLUATRNS LinuxDistro fleandausd 2014 figsiinisatiuayu

2]

(-~ L

4.2.3.2 $nsld Machine leaming uaz Al ifedaedinsisvinaztlostu adware uag
potentially unwanted programs (PUPs)

0233 §imsld Al tilensiedey Mvstnnsleud (ndicator Of Attack: 10As) script
control  ua¥msya memory  igs SnviadarasaununginssuiiFesasds
waztesiunislauAuuy Fileless uag Ransomware

4.2.3.4 @130 393UkASANAULUY Real-time

4.2.3.5 fiszuulunisnsiadeu Threat Intelligence ruszuy Cloud iiodAseise
anAmTuth uazihandudawginssuidusunsie

4.2.3.6 aunsarvun 10A Iisenueaiiewanianssuiidesnissudsls

a L2 o L2 d = C': - v
4.2.3.7 nsnnnuldaiunsadinduan wansimsigsivazaauaiuiiudiule

Adsfaminuasse@n i ooee/lodon MUl o dquBy odon | $wu b Ly | Wit o
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e
4.2.3.8 a9sumsnazdudainidunisida Script warnsléau Microsoft  office
macros firesasdsls
4.2.3.9 Yosiunisudlunazaeunishndeniasudanismyarinaueesias Nextgen
anti virus
4.2.3.10 LLaﬂﬁNaﬂJaﬂﬁaﬂnmuﬁLﬁm“ﬁuaanmL@ugUmw Process Tree, Process Table
g Process Activity 1
4.2.3.11 amnsafmuntunsunisiuiiowuusaludi® (automatic workflow) Tasimun
trigger, condition Wa¥ action
4.2.3.12 awnsavnisiamsideusavesssuuiaions (Network Containment) Uy
\ATeeTiiinsRams Agent fifaens ansruLLIMISIANISAIUNAT4 (Centralize
Management)
4.2.3.13 u lightweight agent (eannszmsvihauvasgunsal
4.2.3 annsaaiesenuluguwuures PDF w3e RTF 1a
424 szuuiilduinnsdesimissnu guiihsstuwazudaiioudonnaumsaeuiinnes
(Security Operation Center:SOC)fiovhmsithsziimasn 244lus aufaudaiouny

. oo i @
Escalation Flow MN1MUATIUAU

43 $awl¥fiszuunsavaaunisidnisesislasndsuaznistudufanu 2 du (Mult-

factor Authentication) Sauaulsiffosnin 20 {ldau (usenTasfiandnunzagisiondioluil

4.3.1 LﬁwszvummﬂaaumsLﬁﬂﬁqaéwaﬂaaﬂﬁ’aﬁﬁ'muaséuuLﬂ'%'aatl,aj‘ziwa (server)aunsavn
nsaselusinauaundindu e'i’m%’umswaauua:§u€f’uﬁamwma{?umaumsﬁq%ﬁ
fv3edneladuvarsegaMulti-Factor Authentication: MFA) dwiuiniasusiang
(Server) laliitioundn 20 flgam (user)

4.3.2 szuuUimIdanisdaya Log File WuuguEnaa (centralized management) 48355UU
msfigaiiniafietodovaisetns  (Multifactor) Heseguu Cloud base s
nelulszmaianieuanyszmne

4.3.3 s3UUUIMIIANMIYeya Log File wuugudnand (centralized management) a¥#iag
seafumsidndauudnsa HTTPS winfu

4.3.4 syvvannsndsieanuudafounazuenisdudu Push notification uugUnsalitly

5euuUURN"S i0S wag Android ldiluatates

o W W w = w o - e =y i
AMATIMTAUATTIIENT I eleelodon asTUR o HOWIEY lodow [ '-U'I‘LI‘?IUE?ILLNH l LLN'IJ‘#IW
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4.3.5 szuvansndstonuudaiiou uazven1sBudu Push Message wiaudauiiiely
fldruvhmsBudunisudufiou (Verified Push) lalluataiey

4.3.6 sruvansndesatudy (Security keys w50 OTP) 6ulunie Mobile Application

4.3.7 syuvannsansavaesvguniaiildlunisidrdeindugunsaifiesdnsannsauins
damsla (Trusted Endpoints)

4.3.8 szvvanansaligldnuinisamadougunsaiiiodnldnulddeiies  (Gelf-
enrollment) uagu3msdansiaies (Self-management) ldiduseatioy

4.3.9 FEUUANNIONTIVEDY LLazszumwmﬁﬂwaqunifﬁ (Risk-Based Authentication) 4
Tunswngiale

43.10 sPUVANIINTIFARUMIIANANNFULUUNTIFNUYeElY  (machine  learning-
based) \il831AT1¢% (Threat Detection/Trust Monitor) n1sindisfiRaund

4.3.11 srvvannsamvuauleuinisidnfienis Location winsyuumsatiesla

4312 szuvannsadasiuesasiiinainiadetne Tor uag Anonymous ¢t

4313 szuuannsomuaumMsdhiauenmdiadun Device health wag Security Postureld

4.3.1¢ syuvanunsaudsiieudldauliswengunssivemuasnuudnluddls

4.3.15 sruvanusodudusimuuuy  Single  Sign-On  (SSO)  @1m3U On-premise
Application, Native Cloud Application, Federated Cloud Application ®14 SAML
20191

4.3.16 SEUUAINISOIAYIN Authentication Policy #1u Application 7309811135090
Authentication Policy #11 User Group lailuagnavae

4.3.17 SYUUaIN1IansI19dau Device Health $siu Operating system (OS) fivhnns
Authentication 1@

4318 STUVANNTARARS agent (iavin1stesfuiainsneufinmesuitieild
spuuUftRmasreluil
4.3.18.1 Windows 10, 11
4.3.18.2 Windows Server 2016 (as of v2.1.0)
4.3.18.3 Windows Server 2019 (as of v4.0.0)
4.3.18.4 Windows Server 2022 (as of v4.2.0)
4.3.18.5 Cent0S 6, 7, 8
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4.3.18.6 Ubuntu 16.04, 18.04, 20.04, 22.04
4.3.18.7 Red Hat 7, 8
4.3.18.8 Debian 8, 9, 10, 11, 12
4.3.19 sruvansaldnusufusansasidussuUIRS st eV usT UL (System) fail
4.3.19.1 LDAP, TACAC+, RADIUS, Windows Remote Desktop
4.3.19.2 Fortinet Firewall
4.3.19.3 Sophos Firewall
4.3.19.4 Cisco
4.3.19.5 Akamai
4.3.19.6 Juniper
4.3.19.7 F5
4.3.19.8 NetScaler
4.3.19.9 VMware, Nutanix, Microsoft, Oracle
4.3.20 spuvansauanwaedeiiinasdedld(Login) HuszuuurspIuAy (Dashboard)ld
4321 SEUUAINITOLANINETILILANG MIBudufnunedidnnsetind (Authentication)
wuu Msigadineseietadevansetne (multi-factor) H1uussAIUAs (Dashboard)lst
4322 SEUUANNTORARIHASILINTIETENINTT Bypass msldnuuuunsfigafaseiie
Yaduvawetng (multi-factor) 161
4.3.23 SYUvANNILARsHAMANTaiEvent) msasdaudld (Login) AaunAls
4.3.24 syuuseaiumaiudoya (Logging) agntios 90 u

4.3.25 5¥UUs895UM¥I89U (Report) a81auas 90 u

a.4. S Wiuazseanszuudesiunslaufiivleduazuaundndu (Web Application
Firewal:  WARP)wnn1sTauiluszduiniatie $1uqu 1 Tawy Tneaseuaguszuvansaumai
Truinsluguvuivledlfensoldonlflnessuudesdinuinumzagaondwialuil

4.4.1 pnuannsalunistesiunislaufiuseuan DDoS (DDoS Protections)

4.4.1.1 awnsadestunslaufianluseiuiadotns (DDoS attack) #isysiu Network

Layer 3 Layer 4 ua¥ Layer 7
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v & v v Y v a w ) = '
4.4.1.2 D‘:ﬂ.‘iﬁL‘tf’m‘iEJQEJU‘U’PJLﬂ‘LlE]GlENIVIU'iﬂWiﬂ@GﬂUQWiIQNmU53ﬂULﬂiﬂ‘tﬂEJ (DDoS
attack) wuulidnfinduIuase wazvuinredniIstand lagluia g9 ewiuiy
(Unlimited DDOS protection)
v = = & & 'Y =
4.4.1.3 gl wdediudeiauedediiniavieninnuamnialunsdesiunslaui@ann

TuseduiaIaung (DDoS) wun 228 Thps. Wuedtiay

{
s

44.1.4 pﬁﬁv&m%a@'?iuﬁmauaﬁaaﬁ Point of Presence (PoP) 8813ty 310 0 7
Tan uaz POP  egnatiey 7 galulnefiinisieudefulaseiedumesiiln
syminaUsema (International Internet Gateway: 11G) luusswidlng Fausiae
POP fpsiinuanunsn DDoS mitigation, WAF way CDN e

4.6.15 WHundnsosiignineglungu Leader 48s The Forester Wave luadoves
DDo$ Mitigation Solution U 2021 w38 Uangn

4.4.2 auanunsotunstesiudvuenndady (Web Security Functions)

4.4.2.1 @UNSOWAAITIBUUY Security Dashboard WUU Real-time ¥38 Near Real-
time Tay annsouanfedoyauvasiunuaanislaud 1w IP Addresses, User
Agents, Countries uag ASNs lalidasnii 30 Ju

4.4.2.2 a1usavosiunmslaniniuyie Website 11 OWASP TOP 10 wu SQL
injection, Broken Authentication, Cross-site Scripting la

4.4.2.3 aunsonaen IP Firewall Tnsanansasmusiloulude 1P address, IP address
range, Autonomous System Nurber (ASN) or country 1¢1

4.4.2.6 an3afeAn Rate Limit Rules Fsanansarfvuanisteafiunisidnds Website
Ialaitiosnin 100 Rules

4425  @W150%10150579@0UN1990ntuSUI0Y (Certificate  transparency
monitoring) SSL Tngansnsauduieuiledifinnisesnlususeanelidelau
LAEInY

4.4.3 pwannselunisiiausyansnmiiuiennaiadi (CON & Optimization function)

4431 Q‘lﬁﬁm?aé’?juﬁaLauaﬁaﬂﬁﬂ%ms authoritative DNS services dm3ulawuy
a15130ue wazfBudeiauades] Host Domains vngiiaiavhlan Tnesesdl
Node vaneyslunsiariuilasianizlulsemalne litisend 7 90

4.4.3.2 fisyuu Content Caching laganunsnyin Static Content Caching waga1u10

fvua Cache Tuszau File Type 1o

AddminuasTudn A onee/odon aTull e TIQUBY oo | $uubd wiu ' Wit @0

wariden wWilduinsseuulumsiesiu asadu Snmsiuarldneuradoanauleve fveslsmeuawmimiuasnvisnnela
Tasansafuayunsinga Sectorial CERT AuansTsng
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owiyianl ity Zovool | 2 fguwu  baww
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4.4.3.3 g136v11N15 Purge Cache wavunldluviuil w5evinis Custom Purge tanie
URL, Host name wa Tag 1 Tnedasaunsald APl lunisdwian Cache iiledl
n1sowan Content 161
4.4.3.4 USNIReIENATESUNSIY Bandwidth Consumption lalitiaenit e TB
foLou
0.4.3.5 anansnanvun Tush wagyhnsau Metadata vaslwg Tne anansaidenté
WUV Lossless uag Lossy 59099995 UWebP
4.43.6 awnsavhnisausiisnusilisnduly Source code WU Whitespace uas
Comments iilataeiiiuyseansawliiu Page load time
4.437 ilsvuuiivodfinseavinmuazan Latency Wity Dynamic Content lng
mmmgLUa'i‘a%uehJszaw%n']wﬁLﬁu‘ﬁu uag Response time LANIUNIY WHA
AUAN (Dashboard)
4.6.4 prwananselun1siiuaissnin (Web Reliability)
anunsauaninsuiaiouluds Email ﬁ'ﬁxulﬂﬁ'\‘lunsﬁﬁ uledlsdaunsaldauld Tne
annsosesdunsseailunis Monitor Wlusedu Type, Method, Port way Path saufaansnsasyy
Expected codes fidipanslet
4.4.5 Aua1N1salun1suansseau (Dashboard Functions)
4.4.5.1 @5OUAAISIB9Y (Analytic) uu Dashboard WuUU Real-time #3® Near
Real-time 1ny Dashboard #uansesusznausedoya Total Requests,
Cached Request, Bandwidth Saved, Threat Sources, Top Threat Origin
waz Top Traffic Origin lapgnsoy 30 Tu
4.4.52 USMITauasDIsUNISdY Raw Log HIume Logpull REST APl uaza1snsn
L%ﬂﬂﬁ‘] Firewall Event Log ez Audit Log 1deiumns Portal #ildfay
4.5 JavnliTiszuudniiudeyaasnasneaninnes (Log management) AuANBME
statioededeluil
4.5.1 ansadanusiusiudaya (Data Collection) wuulddrfindruaugunsal 9nunas
7199 U Yoya Log Server, Windows, Linux, Proxy Server, Active Directory
Server, File Server, Mail Server, Web Service, Firewall, RouterLﬁaﬁﬁﬂﬁiﬁuﬁﬂ

doya wasthlulessimyaseunielu lalidesndn 90 Ju

0 ¢ v w - - v - - ° g -
AT InuaTTTdin 7 oeeclodon atiul o UUBY oo [mmubé WU l LHUY o

- | o a o - . v 1 a £ o v
Twaziden wWilduinissruulumsieaiu asadu Sinseiuaeldnauradivanaulevesvedlsmeuawmmimivasmvdnnels
-
Iasansanfuayun1sinea Sectorial CERT Auans1anige

gimua Tsmuuiammintunssvdun
ewwitiad  fmade Bsdorl | fuit O fiqun  éon
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= 3 3 v i ' £ o & w4 M v

4.5.2 fiszuv File Integrity ¢n8 Algorithm wuu SHA-256 [ Jusgatios Wetuduintoyailea

L 1l = ¢=: LY L o a

gninudufinlafinisgnuilaniedsuwtasmunsesrylygidisienisnseiie
WeaiurauRInes

4.5.3 arursaiieuloangnisel (Correlation)  wazaadnguuuuinanisel (Pattem

i < o o ' ' v v W =
recognition) %30 wAluladifivuvinein Log  Source A3 9 Wsheiu laed
Predefined rules 1wsanfiuszuy wazawnsn Customize dadisle
| P o ° oo

4.5.4 @U1TAUARIALAABYDINITIU Log (Average EPS) LAZLAAIINUIU LOgNITUGIFR
(Peak EPS) Tuwuusneiu snedunii uazsenioulsl
a = L 4 v - .

4.5.5 SamTenuarAmuIsr UL Dashboard ielddmiuiiAsIed Log wuu Real-time Tu
JUuUUTBUNLAS (Chart) uwaw @nTn Customize adnldlaguanstoyadounds

[} v s s A (-] ar ] 5

atatiey 30 Ju uavaunsauTudeuyuusansuanwalalaglidiindiuaiay
lugianlggnen

4.5.6 arursafesveliglivinisAuninieidoyassiasnieneufiamesdunlddy

@ ¥

al Q -y o =Y A i@ s L2 v o
wenundngrulunsenfiuafifudnseyianuiin ami “wsesrwdyd@dmensnseih
a a W a & y v o 3 v oa
ANMUNALNEINUADUWILG DT W.A. 2560 Tmmumiawa"ﬂmé‘lmmmi
s ° dd L
4.5.7 $945UNITYINNIULUU HTTPS ilanulaanne
4.5.8 I9tiun15MTI9NNNIRTEIL Nde. 40031-2560 wnsgugudmaluladBidnnsednd
wavAoNTImEsUINR sruuiiuinudeyaasivsmnemeuiames i 1
4.5.9 aduayunsiiuinisuuumasn 24 $alus  nsdiglvuimishilasudeyaasasasyims

wiafeuludafguaszuudaiu Log HumeBiad vienialnsdn

a6 damliiiszuvuimamanisaluazdoyanisineiainuiiuasUasasie (Security
Information and Event Management: SIEM) anidnunizagnstiasdaraluil

4.6.1 fiutaiaussziessesiuuarinseiteyaldlidosndt 15000 wnnsaldeiuiil
(Events per Second) uagsasiumsiisvengldluauinan

1.6.2 fPudeiausazdesanunsaliuinisidediesiaiilos Tnolassadrsszuuilivinistu

¢HpsgnAnAslugULUL High Availability w3efn

4.6.3 Q’gu%’mauaﬁaqamwn%’u Log 970 Log source laluguuuu SysLog (TCP, UDP),

SNMP, JDBC, WMI wae NetFlow leidustatay

o wow W - =l v - ° ' v
MdamiauaTsvdn 1 ovee/odon aliul ed UQUIBY lodom Ij’iuw(ﬂ&/%mu | LHUY elo

- " Voo o L A . v ' o . v - v
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1.6.4 fPudeiausiosannsaiumgmissinngunssiniedsldlitiesndt 100 gunsal I
\uatiatiey
0.6.5 szuuiauadeaiiflioasuiofleidu Threat Intellicence nneldiaTaavunenisén
WeNURUTEUU SIEM
4.6.6 szuugudoyaiiioafufonnaiu (Threat Intelligence) finm3ousyuu SIEM  #aq
aNusonTIvEaUANEEIRN 1P, file, Application wag MD5 Iiuettie
4.6.7 anunsainsevingAnssudld User behavior analytics (UBA) ldlitfasndn 40,000
e wazansaLiiviIsAIs M ominsUssinanaviagunsaiau 4 iilelvsesdy
Aldanuldigean 220,000 fldau
4.6.8 ffudoiavedesanunsaiudeyanitu Logs, Performance metrics, SNMP Traps,
Security Alerts uay Configuration Change 1) L‘ﬁamm‘mﬁLﬂiwﬁ‘ﬂ'a%amﬁgﬂu
sULuU NOC (Network Operation Center) uaz SOC (Security Operation Center) 1
4.6.9 sosansadstoyaliu I0C (Indicator of Compromise) 1ndsdunanala
4.6.10 fiutaiauesesaunsouiufoudefivgnisalnsinuieuly (Correlation Rules) 7
a$ly way wmnsaliiauniivesdngunsaliiu Email lailuegles
4.7 damlniinisnsisdeudesiniluszauszuuujianis (Vulnerability Assessment)
Audnuuzeseiosdioluil
7.1 fouteiauszdoutrdidunsnsinaeuitomyaiiduresinivesszuuiaiatie
Aauiumed uararsauma Wearldmuumslunstesfudeuiinaziingiuaul
sou Tnsmssdiums 1 seudu avdiilunsnsisasumtasivd 1 ads ilensaaaoy
mvesluifiAatuiuseun uasdn 1 A% wdmndudunsuflareddwifindy
Seuauua?
4711 udnisinauedesldaulusunsuifideavsgnngmvane waveglu The
ForesterWave
4.7.1.2 ansansandevtosinivesgunsaivussuuinietnslianioteansisuy
(Public) wazin3avneniely (Private)
4.7.13 @a131705095Un190929a8utsIndvesinTesnouRianes i
ssuuliRnmsethafosdeluil
- syUUUHURN1SAUABNNIADS (Operating System) 19U Windows OS %38
Linux OS

o U v v - =t v o« a s ' el
AMARNMIAUATINEAN 7| ooee/lodon 8ITUN o WU lodonl | Q’TU'JNE]E%NU | WHUN @

swanden wilduimsseuulunisiesdiu asadu Sinnsiuarlineuiadoanaulaveivadsmenavmimiuassvdunneld
Tassnsanfuayunsdnea Sectorial CERT AUAS190UAY
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- 52UV UANSAULATEUE (Network) 1Y Firewall
- seUuURTRNIAY Service Application melduinis Port Aiinsidaldany
4.7.1.4 5895UMT scan MUY Non Credential Scan ua¢ Credential Scan I
4.7.1.5 annsnadasenulivaieguuuy Wy Executive Summary W3BLUULENATY
Host ¥3® Plugin
4.7.1.6 510UzABINTIeBITU CVSS wag CVE wariin1ssey Severity 18390lnd
finulumsnsivaey
4.7.2 yaravisenguuanagidiiiiunmnsivaeurediniagsiedinnuiaivainin Tuauy
nM3leTed areasumyeiiiudedlwivesszuuiadetuneuiiames wazansauwme
fazifufeanaudemitsany suddiduunilunmsasaaeundlelymin Ta
yaransanguyanagiinaniiun1sazseslasuluiusesanuinnuaunsn egley
diail
4.7.2.1 CEH (Certified Ethical Hacker)
4.7.2.2 ISACA Certified Information Security Manager (CISM)
4.7.23 SACA Certified Information Systems Auditor (CISA)
4.7.24 (ISC)2 CC - Certified in Cybersecurity
4725 CompTIA CySA+
4726 CompTIA Pentest+
473  goudeiaueszdasinviisisnunanisiiesied uazasieasutesdns laedeassy
seavidunvetlmiinsvasunuuugunsaissuuiaietisneufiames wasansaume i
wdudvanamudonisnu ufsssyuumamsudlgedvifingaasuny eazdes
Usznausiy
4.7.3.1.1 S180UATUNMTINTBINIATIVEBY
4.7.3.1.2 s3yMITasTAUANTULS (SeveritymSanansenuiienassifinandesiwifiny
4.7.3.1.3 Twaniduntoslnifinginaeunuvesusazgunial TnsdnSosmusesuaiu
quusienansevuioneziinaindesludfang
4.7.3.1.4 fuuzthuaztumevlunausly (Action & Recommendation)
48  Samliiinsanfiunisvaseuiaizszuu (Penetration Testing) agnatfos 1 Ase 3

v v
AudnuuzAialUl

0o W v o w - - v o - ° ' oo
A minuaIsvdn 1 oeec/odon a1iufl o UUIBU lodow I ‘J"ILI'TU"’ Z'LLNU | WHUY e

Twanden wiltuinsssuulunsteiu anadu Tiensiuarlanaureiuanaulaeivaslsmeuawminduasivdunnisla
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4.8.1 naaeunsyninsruvarsaumalagldguuuunsnaaaunisynnuuu (linsudeya,

niutayau1edIu) (Black-Box, Gray-Box) lagsiiiun1sandumesidn

o a =] (3 a as
4.8.2 suflunsnagauyninsyuvansauna (uled, weundiatu) vaslsmenuia

4.8.3 AATTRuasTEnURanIIagaunsaufLuniilunisusularssuumulaeade

ABUNIMDS

o = v ] [} = i o o b4
4.8.4 ﬂ"lL‘N‘Uﬂ'l‘iﬂ‘LWI']'UENIVi’JU'53LJ.IUVI'I‘\]ﬂﬂﬁ]uﬂi%LJ.I‘IJﬂ’J’]lILaHGLLazwﬁﬂ‘ix‘ﬂ‘UWi@ﬂJ

v a a v
’UaLﬂu@LLU%LLU'JV]'I\‘ILLm‘U53UU?1']35UWW1LL@333‘UUV!LﬂU?m@ﬂiﬂﬂﬂiﬂUﬂ@uiWUﬂgLaﬂﬂ

9t

4.8.4.1 Mmysuiumssznensaunqulusediu

wounaLATY (Application) waz woWALI3 (Software) laun

AuuaUndadu(Web Application)

¢ luursuaundindu (Mobile Application)

- Tassadeiiugrusnumalulagaisauwe (T Infrastructure) way gunsal

\A38118 (Network Device) laun

a wa B = 1 .
seuuUjURnsvauaTonaunIwesuivie (Server Operating Systems)
a“tJﬂ‘ifu"l.quULﬂ%‘a‘thEJ(Network Equipment)

gunsalsyuusnwiauUasasie (Security Equipment)

4.8.4.2 &3 uneundiadu(Web  Application) a¢ldu1nsgiu Open  Web

Application Security Testing Guide version 4.2 Usgnausiewitasiail

a

Introduction and Objectives

Information Gathering

Configuration and Deployment Management Testing
Identity Management Testing

Authentication Testing

Authorization Testing

Session Management Testing

Input Validation Testing

Testing for Error Handling

o U o o - & v = P o ) o
AFINIMIAUATTITELN 7 enca/odon 83TUY  ac UQUIEU ledon l U b{unu | WHUY ®d

seazdun wilduinsssuulunistioatu ety Tiesiuarldneuredvanauleweivedlsmenuammwinduasivdunela
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- Testing for Weak Cryptography
- Business Logic Testing
- Client-side Testing
4.8.4.3 dm3u IT Infrastructure and Network Device agldunnsgnu
The Penetration Testing Execution Standard (PTES) Usznausmigiive o
- Pre-engagement Interactions
- Intelligence Gathering
- Threat Modeling
- Vulnerability Analysis
- Exploitation
- Post Exploitation
- Reporting
4.8.4.4 dwsuluveueundindu vglduInsgu OWASP Mobile Application Security
Testing Guide (MASTG) version 1.5 Usznaudeidossi
- Platform Overview
- Basic Security Testing
- Tampering and Reverse Engineering
- Data Storage
- Cryptographic APIs
- Local Authentication
- Network Communication
- Platform APIs
- Code Quality and Build Settings
- Anti-Reversing Defenses
- User Privacy Protection
4.8.4.5 auflunslaglilusunsumioveniuaiiimunindedelidesnit 2 TUsunsy

YNAIDETY

0 W ow o w = = w e - o ' el
AMANIMIAUATIBEANT 1 elnlea/odon aTIUN o UNUILY lodon I '\nu’mE\ILmu | LHUY @D

swanden wilduinissruulunisdesiu amadu Sesviuarldneuredsanauluveiveslsimeviawmimivasseduneld
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- Commercial iy Nessus Professional, Burp Suite Professional tdusiu

- Non-commercial 18U Metasploit, Burp Suite Community Edition,
Nrmap,SQLMap,FFUF,ManualScript, Exploit-DB, SecLists,
PayloadAl(TheThings, CVE Details tJusu

4.9 Famlisinsdndunisiiesiziuaslfduusirlunisuiuugaiieldszuuiinany
Uaanny
4.9.1 Answiuas Wiuusihlunsdifissuuieionisdemsiausududoddsunsiads
ssuunsequnsaliiiuiuitolunsiiiusedumsinwmnudasnfvvessyuuieiets
wazszuuAMUaniuABNiIADS
4.9.2 InisrgnunanisitaTgikaiiauugdilunisuiuupaulasnsuassssuy
\wIevuaE ALUaenduAaNiINDS
4.9.3 senunamIUTulRIsEUUIAIeYIELazHan1sALHuN sUAYelwi(Hardening)
4.9.3.1 Tumsmaaeuinneszuvasdosimssudumsiommalidesninio fu yasa
visonquyaragitiiuiunmageuiagsruuazsesdinauianuamnsa lu
fumsiesed aseasumyaiidutednivesssuuiadetenouiomes
wazarsauna Aazidufoanaiudeniiseu saudaldduuzidilunas
nsrvasuuilalgmiiny lneyaravienduyanagiiiduiunisazdasldsy
Tususesmuimuaninsn sgatfesdsil
4.9.3.1.1 CEH (Certified Ethical Hacker)
4.9.3.1.2 ISACA Certified Information Security Manager (CISM)
4.9.3.1.3 ISACA Certified Information Systems Auditor (CISA)
4.9.3.1.4 (ISC)2 CC - Certified in Cybersecurity
4.9.3.1.5 CompTIA CySA+
4.9.3.1.6 CompTIA Pentest+
410  duflunsdaldiinnsdamisunineinsuuszuuiaiouienaaaunsduinge
s2UUUfURNT (Operating SystemPatching)ﬂmé’nBmzaahaﬁaezﬁwialﬂﬁ

4.10.1 JawIsuAIasnauiIwmasiTIswuuLaiiou (Virtual Server) sIufsszuuUfunnis

o

(0S) dmiunnaaun1sdwian Patching sl 9 91w 1 1AT8 lnsilnmaudavus

(g
v =l

MY

o O v w - - v - - ° 5 ' -l
ﬂﬂﬁﬁ'ﬂﬂﬁ?ﬂuﬂ?ﬁ"'ﬂanq N avdd/odon AUV o uuigu lodon | '{I']U']UB(LRNU | LRUN @l
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- ydgUsEanananay (vCPU) 2 Cores
- M3uAUI (Memory) 4 GB
- vuleUUYin (Disk) wuu SATA wualivaenda 300GB way wuu SSD liivesndn 4 GB
4.10.2 #eadnmSun Bandwidth Internet dwiuinIesanfiawmasuiltne (server) s
spUUUURMs (0S) lunsmeaeu 1 Gbps Wusteliay
4.10.3 svuuildlunismaaeuazsdossesiunisidfisiums Virtual Private Network (VPN)
wasinmsihsanuy 2 dumeu (Multi-factor Authentication)
4.10.4  spuuiildlunsnasevesdessesiunsidniienuy Console  HIumMIsEUL Web
Application
4.10.5 szuuililumavnasuasdosiisvernalinaaeulifosnia 3 Wou
411 dalusivinsguiilisziawazudufoudeanaiunisrsufiamed (Security
Operation Center: SOC) lngfin1sdaiudeyassiasmeneuiiumes wevinisiinsziuazuds
ieufsanata Tifulssmeuna Tnslivauivadsdeluil
4.11.1 anflumuiehseds asedumsanaunialewes
4.11.1.1 Feslimsimseiuuusiugud (Corelation) uasanunsnadaieulanis
Tauf (Rule or Use case) itetnelumaiihseiuay udafioudvanauma
lowues
4.11.1.2 dpsfiszuunsdaiiu Ticket management nnuwWRNSIIAMURAUNG
su Cyber security
4.11.1.3 Feadl Rules fil#lumsihsea uazanusansadufegnany susuusng q
4.11.14 Fealviiinnuiianuiauausalusunsiened el wazuds
ieunvanamiumaluladarsaumeaiifeadas ieliduinudiy
wallAnaenszuzaeedyNN
4.11.15 wladeudlenmanuisgneuvionsyninsruumaluladansaumaiii
sEAUANTULTIEATY (Critical) 3938AUAINTULTIEY (High) Humg
duwa vi3elnsdwel naen 24 $alug
4.11.1.6 Ap@NI0IRNINTIBNIUMNINAINADINITTBIINSFIUANUADASBANS 9
#4id PCI, SOX, ISO/IEC 27001 w38 ISO/IEC 27002, FISMA, HIPAA Ty

28190y
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Adsminuassedin i ooee/odon atiull o TiQuBu oo | fuu 0 Luwsiu l WHUN oc

Twanden Wilduinissruulumsioniu asedu Ainseiuazldneusaduanauluvedvedlsmouawmimivasssdunneld
Tasansaiuayun1sdnga Sectorial CERT Auasisauay

aiun Tsmuuamwintuasedun
ewedsianl  fauide Fsderd | it ¢  fguwu  edow
AnTI98Y wwedsdng  wWasuduidioy Swi, | od  fguwy baow
nWITYE GRERERR L o7 | it O¢  fquey eeon




-19-

I f - = [ 'Y
4.11.1.7 fesaunsadentiaiaivesdeyadu (Raw Data) NvzAumile ves

Prnardagiiunasrestisnandeunas lagseytisansusiuuasaugn
4.11.1.8 dpsaansniimsdafivdeyaludnumzuuu Online uay Offline(Raw Log) ¢l
4.11.1.9 desannsaliuinislaegradaiiie Inedisesuvainisiiuinis (Service

Level Agreement) laisindn 99.90% saifiou

4.11.1.10 futdaiauenal fuAnudauleseduueauinis Service  Level
i

o

Agreement (SLA) n4

2 SR ranlun1snevaues
FEAUAUTULTY ANB5UY
(Response time)

HANTENURUSTUVASAUNANENYINIA
Critical nsandugsnavgavrinuazazses | a1glu 15 wi

i [ |
wnlvegnasaunan

v

o A -3
NANTENUAUIBUUASAUNAN LA

_ gsnaldarunsadniiunislaegied By
High . o, | aelu 3 gl
Uszansnn uazdududounlvetng

19997U
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